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A Wealthy Generation

▪ BABY BOOMERS  represent the largest and 

wealthiest generation in U.S. history

▪ ELDER Financial Exploitation is the most 

common and fastest growing form of seniors 

and vulnerable adults

▪ AARP reported $28.3 billion was stolen from 

older Americans in 2022

▪ 72% is stolen by a friend, family member, 

caregiver or someone known by the victim
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Fraudsters Steal More From Older Americans

Source: Consumer Financial Protection Bureau
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Why are the elderly vulnerable?

▪ Lonely

▪ Many living alone and grieving the loss of a spouse

▪ Without close friends and relatives checking in, it’s easy for 

strangers to step in and befriend for financial gain

▪ Memory Loss

▪ 1 in 10 people 65+ has Alzheimer’s / dementia

▪ 7.2 million Americans are living with Alzheimer’s / dementia

▪ Silent

▪ Proud generation – elder abuse is vastly under-reported
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Government Imposter Scams

▪ Fraudsters pretend to be from the 

IRS, Social Security and other gov’t 

agencies

▪ Claim you owe more taxes OR they 

can help you increase your benefits 

OR there is a warrant out for you

▪ Calls can appear to be coming from a 

gov’t agency but are actually coming 

from fraudster overseas

Government agencies almost always 

communicate by letter delivered by 

USPS
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IRS Impersonation Scam

▪ Scammer Tactics

• Search obituaries looking for widow/widowers — obituaries reveal great 
deal of information on potential targets

• Mailing letters or referencing collection notices sent via mail

▪ “We sent several notices in the mail which you failed to respond. Since you didn’t 
respond we had to call you directly”

• Urgency!  “Payment must be paid now to avoid embarrassment of jail time”  
Caller will stay on phone until payments are made

• Discourage victim from telling anyone 

▪ “Don’t go to the local police because they will see an arrest warrant in the system 
and sometimes it can take months to clear” 

• Once successful, the victim will be targeted again

▪ Scammer will call back for additional tax payments or targeted with a new scheme
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New Social Security Scam Letter
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Lottery Scams

▪ Bad guys use real and fake lottery 

names: “Publisher’s Clearing House,” 

“National Sweepstakes,” “Powerball,” 

“Mega Millions” and others

▪ They claim you won but you need to 

pay the taxes up front

▪ Legitimate lotteries take taxes out of 

winnings

▪ You can’t win a lottery unless you are 

a citizen of the country of the lottery
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Grandparents Scam

You: Hello

Caller: Hi Grandma!

You: Is this Emily?

Caller: Yes, and Grandma, I need your help!

Scammers can easily get information on you and your loved 

ones from newspapers, Facebook and other social media sites

Avoid the Scam

▪ Don’t react too quickly. Act with your head, not your heart

▪ Ask a question only the loved one would know

▪ Call Emily or another family member
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Computer Virus Scam

▪ Scammers are trying to get you to pay them to “fix a nonexistent problem with 

your computer or device.

▪ Allowing them in could result in installation of malware that can steal your info 

or damage your data or device

▪ If you get a phone call, hang up. If you get a text, delete it

▪ If you get the pop up, log off your computer

▪ Source: Microsoft: Protect yourself from tech support scams. Support.Microsoft.com/security
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Impersonation: Real Life Scenario
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Phone Number Spoofing

▪ Fraudsters continue to call customers from legitimate 

bank 1-800 numbers including M&T

▪ Customers reveal account numbers, PII and passcodes
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Fraud Department Scam

▪ Starts with a text message from Bank Fraud Department: 

▪ Fraudster: Did you authorize a $589 purchase to xxx company?

▪ Customer: “yes”

▪ Incoming call from ‘Bank.’  

▪ Fraudster: “Good afternoon, am I speaking to ‘customer name?’ “Did you recently sign 

into your Chase account from Omaha using a Samsung Galaxy phone?”  

▪ Customer: No! I’m in Buffalo, NY

▪ Fraudster: “No worries, I’ll help get this straightened out. It looks like someone 

has hacked into your account. You won’t incur any charges but it looks like I’ll 

need to verify some things with you.”

▪ In the next five minutes, they gain trust, log in to customer’s account and send a 

one-time passcode to customer’s legitimate phone. Customer gives passcode to 

fraudster

▪ Within minutes, account is drained with Venmo and Zelle payments
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Smishing
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Mail is in Jeopardy – this means checks!
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Find 8 details that can be used to commit fraud
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Find 8 details that can be used to commit fraud

1. Maker info – applied to counterfeiting checks

2. Bank name – can lead to account takeover

3. Check number – gives a fraudster the range when 

counterfeiting

4. Maker signature – for replication

5. Routing and account number – aids with ACH 

fraud

6. Check stock – layout to be replicated

7. Memo line – adds legitimacy when counterfeiting

8. Payee Line – Forged endorsement risk; synthetic 

fraud
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Checks for Sale
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Phishing Attacks

91% of cyber attacks started      

as a phishing email

Phishing attacks PREY on 

curiosity, greed, great deals and 

emotion

A successful phishing attempt 

could STEAL your credentials, 

passcodes and place malware on 

your computer
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Email that sent is 

workneshokadigbo77@gmail.com
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Breaches
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Credential Reuse / Credential Stuffing

People use the same username and password across multiple sites

Threat actors obtain these credentials from various breaches

Use electronic tools like bots to automatically login using these credentials to 

see where they work

Use the info to commit fraud or sell the info

80% of hacking related breaches involve weak or previously stolen credentials

Source: Verizon Data Breach Report  ? Graphic Source: Lepide
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Faster Payments are Becoming the Norm

Real Time Payments

▪ Once payment is authorized, it cannot be undone

▪ Know who you are paying

▪ Don’t do business transactions via P2P

▪ Keep up to date
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Passwords

▪ Nobody likes creating, managing and changing passwords

▪ Hackers can purchase tools and algorithms to crack them if they’re not long and 

strong

▪ Passwords should be:

▪ Longer

▪ Stronger

▪ Don’t use info readily available on your social media pages (kid’s or pet names)

▪ Don’t reuse passwords ESPECIALLY for financial sites

▪ Don’t share passwords

▪ Use upper case letters, lower case letters, numbers, special characters
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Passwords



30

Customer Best Practices

If you’ve been 
targeted or are a 

victim – Tell 
Somebody

If a pop-up 
message 

appears, don’t 
call the number

Share 
Discriminately

Use Anti-Virus 
& Anti-Spam 

Software

Change 
Passwords 
Regularly

Use Complex 
Passwords

Slow down! Bad 
guys want you to 

act quick

Do not give remote 
access to unknown 
/ unverified people

Make sure your 
anti-virus 

protection is up-
to-date

Don’t trust 
Caller ID

Reconcile 
Accounts Daily

Be cautious with 
“sponsored” links
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If you are a Victim

▪ The sooner you can notify the bank, the sooner we can try and retrieve funds

▪ Contact your local police department. This can help with recovery and insurance 

claims

▪ Keep all original documentation, emails, screen shots

▪ Immediately change all passwords related to financial sites / systems

▪ Expect additional attempts,. Scammers Often share / sell their victim database 

info
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Disclosures

▪ This presentation is for informational and educational purposes only. Nothing herein 

should be considered or relied upon as legal advice. The author assumes no responsibility 

or liability for the specific applicability of the information provided. Please consult your own 

legal counsel for any legal advice.

▪ Some products and services may be provided through subsidiaries or affiliates of M&T 

Bank.

▪ Visa is a registered trademark of Visa International Service Association.

▪ Unless otherwise specified, all advertised offers and terms and conditions of accounts and 

services are subject to change at any time without notice. After an account is opened or 

service begins, it is subject to its features, conditions and terms, which are subject to 

change at any time in accordance with applicable laws and agreements. Please contact 

an M&T representative for full details.
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Contact Info

Leigh Balcom, CFE

Lbalcom@mtb.com

716-343-6371

mailto:Lbalcom@mtb.com
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